Private Information Retrieval with Guaranteed Output

ABSTRACT

Private Information Retrieval (PIR) allows a client to query a server
holding a database D (or a set of non-colluding servers holding
the same database) for the value of the database at index i (i.e.,
D[i]). Security warrants that the servers must not learn anything
about i. Much research has focused on the concrete efficiency of
PIR schemes; however, no scheme guarantees that the client will
indeed receive D[i] when some threshold number of servers can
be malicious.

In this work, we construct the first 3-server PIR scheme where
the client is guaranteed to obtain the output even in the presence of
1 malicious server. Our protocol is concretely efficient and enjoys
several attractive properties: 1) The client performs no crypto-
graphic operations; 2) All cryptographic operations performed by
the servers can be done in an offline pre-processing phase without
the involvement of the client; 3) It is based on symmetric key cryp-
tographic primitives. We also demonstrate the practicality of our
protocol with a prototype implementation. On commodity hard-
ware, in the online phase, a query to a database with 224
of size 8 B each completes in 152 ms with approximately 4.7 KB of
communication.
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1 INTRODUCTION

One of the most widely studied problems in cryptography is that
of Private Information Retrieval (PIR) [22]. In this problem, there is
a server S holding a database D comprising of N elements and a
client C with an index i (ranging from 0 to N — 1). The goal is for
the client to learn the i" element of D, i.e. D[i], while ensuring that
S learns nothing about i. A trivial way of solving this problem is for
C to download the entire database irrespective of the index being
read. However, this solution has a communication complexity of N.
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Several works have studied the communication and computational
complexity of this problem [2, 5, 11, 31, 50-52, 56] and many works
have also shown the importance of PIR both in theory [4, 9, 10, 24,
41, 43, 44] and in practice [6, 39, 40, 56]. For the purpose of obtaining
efficient solutions, a long line of work has also considered PIR in
the multi-server setting [4, 9, 13, 31, 32], where m > 2 servers
So, - -+, Sm—1 hold the copy of the same database and it is assumed
that the servers do not collude with each other to learn i.

PIR protocols can be used to achieve privacy in various appli-
cations like media streaming [39], ad services [37], location based
services [33], online presence detection [12] and anonymous mes-
saging [7, 48, 53] and as such designing efficient and robust PIR
protocols is important.

Despite much work in the area, no work has addressed the case
where the server(s) could be malicious and the goal of malicious
servers is to learn information about i or prevent the client from
learning D[i]. This notion of security (studied in the context of
secure multi-party computation (MPC) in cryptography) is known
as guaranteed output delivery (GOD) where honest participants are
guaranteed to obtain the output of the computation despite the
malicious behaviour of (a threshold number of) other participants.
In the context of PIR, we will require that an honest client C learns
the correct value of D[i] despite the malicious behaviour of t < m
servers. Guaranteed output delivery in the presence of malicious
entities is of great practical relevance, especially in the client-server
models. In multi-server PIR solutions, a malicious server may result
in denial-of-service attack for all honest clients, or can even choose
when to deny service, rendering the application meaningless.

Number of servers. When such stringent security is required,
then it can be easily seen that such a setting requires the presence
of at least m = 3 servers even when at most 1 server may be ma-
licious. To see this, observe that in the case of a single corrupted
server, the server can choose not to respond to a client’s query.
In case where there are only 2 servers, then the malicious server
can simply follow the protocol honestly with a corrupted copy of
the database D’ and the client cannot tell apart the actions of the
honest server running the protocol with D and the malicious server
running the protocol with D’. Hence, we focus on the minimal
setting of 3 servers Sy, 81, and Sz who hold identical copies of the
database D where at most one server may be corrupted.

Potential solution and drawback. A potential candidate solu-
tion to the above problem is to use a single-server PIR solution
that provides privacy against malicious servers. All 2-round single
server PIR schemes, e.g., [6, 29, 52, 56], satisfy this requirement of
privacy against malicious servers. Now, to build a solution with
GOD security, the client can run the single-server PIR protocol
with each of the 3 servers separately, obtain D[i]°, D[i]!, and D[i]?
from Sy, S1, and Sy respectively and take the majority of these 3
values. Since 2 servers are guaranteed to be honest, the majority
value will indeed be correct, while since the PIR solution is private
against malicious servers, the malicious server will also not learn
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anything about i. However, single-server PIR schemes are compu-
tationally expensive for both the server as well as the client. The
servers need to perform many public-key operations and the client
is not lightweight. In particular, the client also needs to perform
heavy public-key cryptographic operations.

Goal. Our goal is to construct a 3-server PIR solution that has GOD
security, where the client performs no cryptographic operations. In
other words, we want the client to be lightweight and hence, as
efficient as possible.

Need for server-to-server interaction. First, observe that even
if we only want the weaker security against semi-honest servers,
but require low (poly-logarithmic in N) communication complex-
ity and the client to not perform any cryptographic operations,
then we would need the servers to interact with each other (or
channel these messages through the honest client, thus resulting
in a multi-round PIR protocol) unless significant advancements
are attained in the field of information-theoretic PIR [61]. This is
because any such non-interactive protocol would readily imply an
information-theoretic PIR scheme. Hence, any efficient solution for
a 3-server PIR with GOD security and non-cryptographic client
must allow the servers to interact with each other. Moreover, to
achieve total communication that is only poly-logarithmic in the
database size, we need to rely on cryptographic assumptions, e.g.,
one-way functions.

1.1 Our Results

We construct an efficient 3-server PIR protocol with guaranteed
output delivery for the client in the presence of one malicious
server, in which the client does not perform any cryptographic
operations. Our solution relies on the security of one-way func-
tions and is concretely efficient with a total communication of
O(Alog N) bits, where A is the computational security parameter
and N is the database size. Further, our solution can be split into an
offline pre-processing phase where communication happens only
between servers and an online phase where all parties only perform
light-weight non-cryptographic operations. That is, all expensive
cryptographic operations are pushed to an input-independent of-
fline phase. Moreover, the offline phase only depends on the number
of entries in the database and is even independent of the size of each
entry. In the offline phase, the total communication is one round of
communication of # Alog N bits from S to Sy and S; each. Every
server performs ~ N pseudo-random generator (PRG) evaluations
in the offline phase. In the online phase, our protocol has a total
of 3 rounds in the case when the servers are not malicious and a
worst-case complexity of 5 when a server behaves maliciously. The
total communication between the client and servers is ~ 11Alog N.

We build a prototype implementation of our PIR protocol and
show it to be concretely efficient (Section 5). On commodity hard-
ware, for a database with 220 elements and 8 bytes database entry,
the offline phase of our protocol communicates only 830 bytes with
aruntime of 577 ms. In the online phase, the total communication is
only 4 KB with a runtime of 11 ms. Of this runtime, the client-side
compute only takes 1.1 ms. For database with entries of size 1 KB,

the online phase takes 179 ms and 7.9 KB of communication. Fur-
thermore, lowering of bandwidth between the client and servers has
negligible impact on performance (due to the low communication
of our protocol). Compared to the vanilla solution based on single-
server PIR discussed above, our protocols have up to 4893x lower
communication and are up to 146X faster (the best single-server
PIR schemes either suffer from high communication or latency).
Even considering only online time, our protocol communicates up
to 1878x lesser data and is up to 37X faster.

1.2 Our Techniques

2-server PIR. Our starting point is a 2-server PIR solution [13]
(secure only against semi-honest servers) based on distributed point
functions (DPF). A point function f; g is a function that evaluates to
0 everywhere, except at a special point @ where it evaluates to f.Ina
DPF scheme for function f, g, a dealer generates keys ko and k1 to be
given to 2 parties Sy and Sy respectively. k, b € {0, 1} individually
is guaranteed to hide o and . Sj can then locally evaluate the
function at any public input point x to obtain arithmetic secret
shares of yy = fa’ﬁ(x) (i.e., So and Sj learn random values zyx
and zy 1 such that zy g + zx,1 = zx). A DPF scheme can be used to
construct a 2-server PIR protocol - the client, with index i, creates a
DPF key for f; 1 and gives the keys to Sp and Sy, who evaluate the
function on all points x € [N]. Now, both servers can locally take
an inner product of the database with the shares they obtain (i.e.,
Sp computes zj, = Zj.vzl zjp - D[j])- It is easy to see then that the
servers hold shares of D[i] (i.e., zo + z; = D[i]). Now, one can add
verifiability to the above solution (i.e., ensure that the client never
accepts an incorrect D[i]) using the techniques from [25, 27, 28],
that adds an information-theoretic message authentication codes
to the DPF outputs. This would give us a 2-server PIR solution with
malicious privacy (but no GOD security).

This 2-server PIR has the following overheads: a) Communi-
cation between client and servers consists of DPF keys and is
~ Alog N b) Client performs ~ log N PRG evaluations c) Servers
perform = N PRG evaluations. Aside from not obtaining GOD
security and also requiring the client to perform cryptographic
operations, this solution also suffers from the following drawback.
It requires the servers to perform ~ N PRG evaluations in the on-
line phase (i.e., in the critical PIR query path), since the DPF key is
computed and given to the servers by the client.

Our Construction. We now present our 3—server protocol with
GOD security in which all expensive PRG operations can be per-
formed by the servers in the offline phase. The first idea is to "out-
source" the client computation in the above solution to the server.
To ensure that the index remains hidden, we must now instead run
a secure computation protocol to emulate the client. The work of
Doerner and shelat [30] shows how to construct a 2-party secure
distributed keygen protocol to generate DPF keys k¢ and k for the
DPF function f, g, where o and 8 are secret-shared among the two
parties. An attractive feature of their protocol is that the protocol
only makes black-box use of PRGs. Unfortunately, their protocol
suffers from two drawbacks: first, it is only semi-honest secure;
second, it is highly interactive (specifically, parties interact in log N
instances of secure 2-party computation sequentially).
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To obtain GOD security against a malicious server, our idea is
to leverage the third server and use the technique of "MPC-in-the-
head". At a high level, we will require Sy to internally execute
the semi-honest distributed keygen protocol to generate views of
both Sy and S;. Similar to the idea of replicated secret sharing, we
will then also have Sy and S; execute the same protocol with the
same randomness, thus enabling verification of correct computa-
tion through a simple comparison of views. However, this would
still require Sp and S to interact over log N rounds of secure com-
putation.

Our third idea is to observe that Sy and 81 need not actually
interact in the distributed keygen protocol but instead can rely on
S, to provide the outputs that need to be computed at every step.
However, this introduces a new complexity. How does one ensure
that the outputs provided by S are indeed correct? Here is where
we make use of the client to verify that the computation has been
done correctly. In fact, not only are we able to verify correctness of
computation, but we can make use of the client to also identify a
trusted party in the event that malicious behaviour was detected.
Once a trusted party is identified, the client can simply provide
its index to this trusted party! which will provide the client with
the right value. Note that this is indeed the standard approach
to obtaining GOD security [21, 58] and doing so does not break
security — indeed, trusted or honest parties are allowed to learn
private inputs of other parties, as is done in many prior works that
achieve GOD security [15, 16, 42, 45].

Our final idea is an observation (from [17]), that one can run the
DPF keygen on a random special point, instead of the index being
queried and then "rotate" the database appropriately to obtain the
queried value. This enables us to push all cryptographic operations
to an offline preprocessing phase thereby obtaining a lightweight
online phase.

Putting all this together, offline phase only uses symmetric key
cryptography and a single message of outputs from keygen from Sz
to Sp, S1 each. The online phase involves a lightweight verification
by the client (O(log N) complexity) and a simple inner-product by
the servers, thereby obtaining a lightweight online phase.

1.3 Other Related Works

The seminal work of Chor et al. [22] introduced the problem of PIR
and provided the first information-theoretic solution to the problem

in the 2-server setting with communication complexity of O (N 3 ).
The work of Efremenko [32] and Itoh and Suzuki [43] considered
PIR in the multi-server (> 2) setting with improved communica-
tion complexity. It is known that short locally decodable codes
(LDCs) yield efficient PIR schemes [44] and vice-versa. Recently,

!1f indeed, we wish to provide privacy against a single (even honest) server, we can
construct a 4-server PIR protocol achieving GOD security using our 3-server PIR
protocol in a black-box manner as follows. We run our 3-server solution with every set
of 3 out of the 4 servers independently. From the property of our 3-server protocol, we
know that every instance will either succeed with the right output or will abort leading
to the client identifying a single honest server. Running our 3-server protocol amongst
all 4 sets of 3 servers, ensures that at least one execution has no corrupt parties. Hence,
the client can take the output of this execution as the final output (in other words,
any execution that does not lead to an abort output leads to the right output and
we guarantee that at least one execution will have this property). Furthermore, the
properties of our 3-server protocol: i.e., constant rounds, no cryptographic operation
in online phase, poly log communication etc., all naturally extend to this 4-server
protocol.
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the work of Dvir and Gopi [31] provided a 2-server solution with
communication complexity of O (N Vioglog N/log N )

Kushilevitz and Ostrovsky [47] first considered the problem of
PIR in the computational setting and provided a single server PIR
solution with communication complexity O (VN). Since then, much
progress has been made [18, 19, 35, 60]. Asymptotically, the best
known solution [34] has communication of O(log N). Concretely
efficient solutions to this problem have also been explored [6, 29, 51,
52, 56] based on homomorphic encryption. While these solutions
have very low communication overhead, they have extremely large
computational cost (as an example, in the state-of-the-art scheme
of [29], querying a database with 213 elements requires the server
to perform > 17s of computation on commodity hardware).

Given the high overheads of single-server PIR, several works
have also explored computationally secure PIR solutions in the
multi-server (> 2) setting. Here, concretely efficient solutions can
be obtained based on one-way functions [13, 36] using the technique
of distributed point functions (DPFs) instead of relying on public-
key assumptions such as homomorphic encryption. These protocols
have O(log N) communication. In terms of computational overhead,
the client performs O(log N) PRG evaluations, while the server
must perform O(N) PRG evaluations. These solutions offer security
only against semi-honest servers. Using the technique from [13, 14],
one can modify the payload of the DPF, to also obtain security with
abort against one malicious server. However, these solutions do not
guarantee that the client will learn the output.

A recent line of work has also studied PIR in an offline/online
setting [24] requiring the servers to do work proportional to N
only in an offline preprocessing phase (while interacting with the
client) and construct protocols with sub-linear online computation
time. Finally, the very recent work of [49] show how to perform
an offline preprocessing that is independent of the client and still
enable O(log® N) online overhead. A similar work of [38] proposes
general multi server PIR that acheives sublinear online time and
concrete efficiency for large databases. These works only provide
privacy against malicious servers and are only efficient for very
large database.

Many works on secure multiparty computation (MPC) consider
the case of MPC amongst a few parties with the focus on secu-
rity with abort [8, 20, 54, 57]. In the honest majority setting, the
strongest notion of security in MPC is that of guaranteed output
delivery. Honest majority is necessary to achieve GOD [23]. Ishai
et al. [42] give a general transformation to obtain protocols with
guaranteed output delivery in honest majority from semi honest
secure protocols. Some of the recent works in privacy preserving
machine learning with MPC have also considered the notion of
GOD specifically for the client-server setting [26, 45, 46].

2 PRELIMINARIES

Let A denote the security parameter. We assume familiarity with
basic cryptographic notations such as negligible functions and
computational indistinguishability. We use a <— A to denote an
element a that is uniformly sampled from a set A.

We use two types of two-out-of-two secret sharing schemes. The
first one is an arithmetic secret sharing scheme. Here, the secret
to be shared is given by a field element y € F (where F is a finite
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field). The shares are generated by choosing random elements from
F subject to their sum being equal to y. We denote the shares gener-
ated as ((y)o, (y)1)- The second type of secret sharing is a Boolean
secret sharing scheme. Here, the secret that needs to be shared is a
binary string and the shares are uniformly sampled subject to their
XOR being equal to the secret. We denote the Boolean share of a
string v as ((u)g, (0){3).

2.1 Private Information Retrieval with GOD

We consider the problem of Private Information Retrieval (PIR)
between a client C and the three servers Sy, S1, and Sy. All the
three servers are given a copy of the database D € FN where Fis a
field and N = 2". The client has an index i € [N] and would like to
retrieve the the i-th entry of the database D given by D[i]. PIR is a
protocol that is run between the clients and the servers that allows
the client to retrieve D|[i].

For security, we consider the setting where one of the servers
might be corrupted by a malicious adversary A. We require that the
view of the adversary A and the output of the honest client in the
real protocol to be computationally indistinguishable to the ideal
world where the parties have access to an ideal functionality given
by F (Functionality 1). This ideal functionality takes in i € [N]
from the client and databases Dy, D1, Dy from the three servers
respectively. Note that the honest servers are guaranteed to send
the same database D to the oracle whereas the malicious server
could send in an arbitrary database. The functionality checks if
at least two of the three received databases are consistent (let us
denote the consistent database by D) and if it is the case, it delivers
DJi] to the client. Note that in the ideal world, the honest client
always receives D[i] from the ideal functionality irrespective of
the database sent by the malicious server. This ensures that the
protocol realizing this functionality satisfies the stronger property
of Guaranteed Output Delivery (GOD).

Functionality 1: Ideal functionality ¥ for PIR with GOD

Input: C inputs i and S (b € {0, 1, 2}) inputs database Dy,.
1 Atleast two of Dy, received will be identical denoted by D.
2 Output D[i] to C.

Definition 2.1 (PIR with Guaranteed Output Delivery). A PIR pro-
tocol IT between a client C and three servers Sy, S1, and S; is said
to satisfy guaranteed output delivery if the following properties
hold:

e Security. For any non-uniform PPT adversary A that cor-
rupts one of the three servers, there exists an ideal world
PPT simulator Sim such that for any client input i € [N]
and any database D € {0, 1}N (where N = 2"), we have:

Real(IL, A, i, D) ~. ldeal(¥, Sim, i, D)

where Real and ldeal refers to the joint distribution of the
output of the client C and view of the adversary A and the
view of Sim respectively in the real and ideal experiments.
e Efficiency: The communication cost of the protocol IT is

poly (4, n).

In simulation based security for multi party computation, it is
allowed for client to identify an honest server and send it’s index
to the honest server in clear to receive output and achieve guaran-
teed output delivery. This is because the simulation based security
definition only requires simulation of view of adversary and not of
honest party. In fact, in most MPC protocols secure against mali-
cious adversary, a malicious party can send it’s state to an honest
party which would allow the honest party to learn private inputs
of other parties and this is not prevented by a secure protocol?.
Similar to us, many notable works in the literature achieve guar-
anteed output delivery by identifying honest parties and running
computation with them in the clear [15, 16, 21, 42, 45].

3 DISTRIBUTED POINT FUNCTIONS

We now recall the definition of distributed point functions from
[36].

Definition 3.1 (Point Function). A point function f; g is defined
using two parameters (a, f) € [N] X F (where N = 2" and Fis a
finite field)

fap: [N] > F
B ifx=a
Jap(x) = {O otherwise
We call § as the payload.

A two-party Distributed Point Function (DPF) scheme is a pair
of PPT algorithms (IIgen, ITgy,)) with the following syntax:
e IIGen (14, @, B) is a key generation algorithm which on input
14, € [N] and § € F outputs pair of keys (ko, k1).
® ITgy, (b, kp, x) is an evaluation algorithm that takes in b €
{0, 1}, the key kp, the evaluation point x € [N] and outputs
y, €F.
Definition 3.2 (Distributed Point Functions [36]). We require a
two-party DPF to satisfy the following properties:

(1) Correctness: For all point functions f, g and every x in
domain of f, g,

Pr|(ko, k1) « Hgen(1!, 2. f) =

Yo + 91 = faup () {yy = Tevai(kp. )}y e g1y ] =1

(2) Privacy: For every b € {0, 1}, there exists a simulator Sim
such that for any point function f, g, we have:

{ky + (ko. k1) = Tgen(1h, . )} ~e {Sim(1%)}

3.1 Doerner-shelat DPF Key Generation
Protocol

We use the Doerner-shelat DPF key generation protocol [30] and its
extension to the case of arithmetic payloads [1] (henceforth, called
the Ds protocol) as one of the key tools in our PIR construction.
We abstract out the key properties that we need from this protocol
below and later show that the Ds protocol (Algorithm 1) satisfies
all these properties.

2To address this issue, a stronger security definition, Friends-and-Foes, was introduced
recently [3]. In our work, we do not provide this security guarantee.
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A DPF key generation protocol ® is a two-party protocol be-
tween Sy and S; with private inputs ((a)g, (f)0) € [N] xF and
((a)B, (B)1) € [N] x F respectively. The output of the party S,
(for each b € {0, 1}) at the end of the protocol is given by k;, where
(ko, k1) = Tgen(1%, @, ), @ = ()¢ ® (@) and § = (B)o + (B)1.

Definition 3.3 (PIR-compatible DPF Key Gen Protocol). We say that
a DPF key generation protocol ® is PIR-compatible if it satisfies the
following properties:

o Perfect Correctness: & computes the IIge, functionality
with perfect correctness.

o Security: @ securely implements the IIgep, functionality of
the DPF protocol against semi-honest adversaries.

e Black-Box: & makes black-box use of a PRG.

e Interaction via Oracles: There exists a specific two-party
non-cryptographic functionality G such that the only inter-
action between the parties Py and P; in the DPF protocol is
to securely compute this functionality G. Therefore, in the
G-oracle model, the protocol is non-interactive.?

e Efficiency: The communication complexity of the proto-
col is poly(A, n) (where n = log N) and the computational
complexity is poly(4, N).

We define the view of a party in a PIR compatible DPF key
generation protocol.

Definition 3.4 (View of a party in a PIR-Compatible DPF Key
Gen). The view of a party in a PIR compatible DPF key gen pro-
tocol is given by its private input, private randomness, and the
(input,output) pair for each G-oracle call.

We make three observations about the view of a party in a PIR
compatible DPF key generation protocol.

PrOPOSITION 3.5.

(1) The size of the view of each party is at most poly(A, n).

(2) Given a partial view that comprises of the input, private ran-
domness and the outputs of each G-oracle call, there is an
algorithm that runs in time poly(A, N) and outputs the full
view.

(3) Given the view, the output obtained by the party in the DPF key
generation protocol is computable by a deterministic algorithm
that runs in time poly(A, N).

Proor.

(1) The size of view of Sy, is sum of size of private input, ran-
domness, and the (input,output) pair for each G-oracle call.
Private input ((a)?, (P)p) is of size poly(n) and randomness
is of size poly(A). The total size of (input, output) pairs for all
G-oracle call is poly(4A, n). This follows from communication
efficiency of @ and the fact that only communication that
happens is to compute G (Defn. 3.3). Therefore, size of view
is poly(4, n).

(2) Given the partial view that comprises of the private input x,
randomness r and the outputs of the G-oracle {out;};e[r],
the algorithm does the following.

3By a non-interactive protocol in the G-oracle model, we mean that the only interaction
with the other party in the protocol is via the G oracle. That is, the parties only make
sequential calls to the G-oracle without any interaction with the other party.
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(a) It initializes an empty list C.
(b) Foreachi € [L],

(i) It computes inp; = NextMsgFunc(x, r, C) where
NextMsgFunc denotes the next message function of the
party.

(ii) It adds (inp;, out;) to C.
It is easy to observe that the above procedure generates the
full view and the efficiency follows from the computational
complexity of the PIR-compatible protocol.
(3) It follows from correctness of the protocol and the bound on
the computational complexity.

O

We give a brief description of Ds protocol (Algorithm 1) and
prove that the Ds protocol is a PIR compatible DPF key generation
protocol by showing that it satisfies Definition 3.3.

Description of Ds protocol. Party Py, has private inputs (r)2, (v);
and obtains DPF key k;, corresponding to point function f; 5. Prg is
a pseudorandom generator mapping A bit strings to 2A+2 bit strings.
Since r is not known in clear, both parties compute Prg outputs for
all possible nodes at level j € [1, n] in step 3. The correction words
of DPF key {o/, 70, 7)1} are computed by secure 2PC in step 5.
This secure computation is modeled by non-cryptographic function-
ality G with ((rj)g, (zj’o)g, (21"0)];, (zj’l>£, (2j’1>1b3) as input and
(7,750, 7/°1) as output of G-oracle call for party Pp,.

Since the payload is over F, Py, P; compute Wy, W using a pseu-
dorandom function Convert that maps A bit strings to elements
in F. The final secure computation in step 10 is modeled by G
with (W, Tp) as input and y as output of G-oracle call for party
Py. The parties interact to compute the G-oracle outputs only. The
protocol has communication complexity poly(A, n), computational
complexity poly(A, N) and it is secure against semi-honest adver-
sary. The corresponding ITg,,| protocol is given in appendix A for
completeness. For more details, refer to [1, 30].

LEmMMA 3.6. The Ds protocol satisfies Definition 3.3.

Proor.

(1) Perfect Correctness: We give description of ITg,,| in ap-
pendix A. The IIg,,| procedure of the scheme remains the
same as that of the Ds protocol with Boolean payloads pre-
sented in [30], along with an additional step to account for
the arithmetic conversion in step 10 of Algorithm 1. Borrow-
ing notation and assuming honestly generated keys ky, Py,
performs the final correction operation as follows to obtain
shares of output for input x € [N]

(—l)b (Convert (§Zx) + fZ’x . y)

Substituting the values from step 10, we get
output = Iy, (0, ko, x) + gy, (1, k1, x)
= (= ) (- ) Ly

where ¢”* = Convert (S:Zx)

b
Case 1:x # r.If x # r then cg’x =M i

) 1%
is 0.

= f{l’x and output
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Algorithm 1: Distributed Keygen with Arithmetic Shares

Input: Each party P}, for b € {0, 1} holds additive shares
(r)p of r € {0,1}" and (v);, of v € F.

Output: DPF keys for f; 5.
Each party Pj, performs the following.

1 Sample §2’0 € {0,1}* and set fg’o =b.

2 for j=1tondo

3 Forall ¢ € [0, Zj_l), compute

j, 20, J,2¢ j,20+1 ), j,20+1 oji—1,¢
{(se*ng nsy* e )}:{Prg(Si )}
+ | Compute ()8, (10)B, (z11)B, (:11)8) =

G.2011 .20 ji20+1 2641
Be (S5 N> WSy e ),

5 Secure Computation:

- Inputs: Boolean sharing of r; and (zj’o, 370 2.1 ij’l) .
- Compute:
o/ — (zJ"Tf')(])3 ® (zj’rif){3
(PO — @O e (rj)p @b
(I« N @)y
- Output CwW/ = (aj, 0 Tj’l) to both.
6 Compute {gi’[}[ = {Si’[ ® fgfl’u/zj . O'j} .

13
2l _ [0t oy 2i-LLE/2] | jLsb(e)
7 Compute {tb }[ = {tb ot T ;

s end
Y. Convert (ﬁZ’[) T,= Yy i
re[0,27) ref0,2m)
10 Secure Computation:
- Inputs: T, W}, and arithmetic sharing of v.
- Compute:

9 Compute Wp, =

q=1if T1 > Tp, 0 otherwise.
y < (=D (0 - Wo + W1)
- Output y to both.
11 Output kj, — (5‘2’0, {CWJ'}J.E[L”] ,y).

as non-cryptographic functionality G (for a formal descrip-
tion of G, see Appendix B). Hence, all communication occurs
only in the secure computation of functionality G.

(5) Efficiency. The total number of PRG calls required is O(N),
since the local computation requires XOR to be performed
over all nodes in each layer of DPF tree. There are n+1 secure
computations each requiring communication of poly(4). It
follows that the communication cost and computational cost
of the protocol are poly(n,A) and poly(N, 1) respectively,
with N being the database size and n = log N.

We conclude that the Ds protocol is PIR-compatible DPF key gen
protocol. O

4 PROTOCOL FOR PIR WITH GOD

In this section, we make use of a PIR compatible DPF Key Gen proto-
col @ to construct a PIR protocol between a client and three servers
that satisfies guaranteed output delivery. We then instantiate ®
with Ds protocol and report concrete costs of our PIR protocol.

Description of the Protocol. We give the formal description of the
protocol in Algorithm 2. Our protocol uses PIR-compatible DPF
key generation from Ds [30] as defined in Definition 3.3. Let D be
the database held by the servers Sy, S1, Sz with N = 2" entries.
Here we consider the database entries in a field F of size 2¥ for
statistical security parameter k. Later we show in Section 4.3 how
our scheme can be naturally extended to databases with arbitrarily
large entries.

Offline Phase. First, Sy picks a random r € [N] and « € F. We
would be working with a DPF for function f; (1 4). Sz generates
secret shares of r and v = (1, a) that would be the private inputs
of Sy and &; in the distributed key generation. Next, Sz runs the
protocol @ locally on these inputs to generate the two views viewg
and view; corresponding to Sy and S;. Now, Sy sends the partial
view in ® consisting of the inputs, private randomness, and outputs
to G-oracle calls in viewy, to Sy, for b € {0, 1}.

Now given the partial view, S, creates the full view, denoted by

Case 2: x = r. WLOG assume that f(r)l’x =1land f?’x = 0. Now
we have

output = (cg’x - c;l’x) + (v =Wy +Wp)

Since Wy — Wy = ZIE[O’zn)(C;L[ - cg’{) = (" =) as

g’f = c;l’[ for all ¢ # x, we get output = v. Hence the Ds
protocol computes IIge, With perfect correctness.

(2) Security: The parties do not gain any additional information
other than the DPF key. In semi honest setting, the view of
each party can be simulated using the final output key and
the protocol is secure. [1, 30]

(3) Black-Box: The parties Py and P; only use black-box oracle
calls to Prg and Convert.

(4) Interaction Via Oracles: The only interaction that occurs
between Py and P; in the protocol is in the secure computa-
tions of step 5 and step 10. Both these computations involve
only arithmetic and XOR operations which can be modeled

C

viewy, locally (see Proposition 3.5 (2)). And given the full view, S,
computes its share of the function key k;, (see Proposition 3.5 (3)).
Next, S;, evaluates the function key k;, on the whole domain. That
is, it obtains ((z*)p |[{y*)p) = HEyai(kp, x) for all x € [N].

As is clear, the offline phase has a single round of messages
from S to Sy, Sy of size O(An). The computational complexity of
all the servers is O(N) PRG calls. Note that the offline phase is
independent of contents of D.

Online Phase. A client comes in with input i € [N]. Since one
of the servers can be malicious, the first step is to ensure that Sy
and S; are indeed holding a DPF key for a special point r with
payload (1, @) for some . We want the client to verify this without
doing any cryptographic operations. For this, the client checks
for consistency of the two views as reported by Sp, S; with the
one claimed by Sy. If there is an inconsistency between reported
views of Sy and S, with b € {0, 1}, it is clear that one of them is
cheating and hence, S1gy is the honest party that client can rely
upon. However, it does not suffice that the views match. A malicious
S, can compute G-oracle calls maliciously resulting in incorrect
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Algorithm 2: PIR with Guaranteed Output Delivery

Input: C holds i € [N] and Sy, holds D € FN where
be{0,1,2},N=2"

Output: C outputs D[i] € F.

Offline phase

1 82 samples random r < [N], a « F.

2 Sy generates ((r)(])}, (r)?) and ((v), (v)1) as Boolean shares
of r and arithmetic shares of (1, &) € F? respectively.

3 Sy runs the protocol @ on inputs ((r)g, {v)y) and
({r)B, (v)1) in its “head” and generates the view of Py
given by viewy and the view of P; given by view; in the
protocol.

4 For each b € {0, 1}, Sz sends the partial view comprising of
the private input, the private randomness and the outputs
of each G-oracle call in view, to Sp. Note that Sz does
not send the inputs to each G-oracle call.

5 From the partial view obtained from Sy, for each b € {0, 1},
Sp, generates the rest of the view. Let us call the updated
full view by view}, and let k;, be the output obtained in

viewyp,.
6 for b € {0,1} do
7 for x € [N] do

8 Sy, computes (z¥);, € {0,1}, (y*), € Fas
(26 lI<y*)p) = Mgyl (kp, x).
9 end
10 end

Online phase
S, sends (viewp, views) to C and for each b € {0,1}, S,
sends viewy, to C.

2 On receving the views from {S;} jc(o,1,2}, C collects the set
{(inpy, outr) }re(1 as the sequence of (input,output)
values to each G-oracle call in (viewg, viewy).

3 C identifies honest party St as follows:

=
oy

[y

[y

if 3b € {0, 1} s.t. viewy, # viewy, then St = Spg
else if 3¢ € [L] s.t. outy # G(inp,), then St =Sy

If St is identified, go to step 18, continue otherwise.

C computes (a, r) from (viewo, view;) and sends (i — r) to
party So, S1.

5 For each b € {0,1}, S} computes :

@p= Y, (% Dlx+(i-r)

x€[N]

W=D, W Dlx+(i-n)
x€[N]
and sends (z)p, (y)p to C.
C computes z = (z)g + (z)1 and y = (y)o + (y)1. It then
checksifa -z =y.
7 If the check passes, C outputs D[i] = z; else, it identifies
trusted party St = Sz and goes to step 18.
8 C sends i to St and receives D[i].

[
-

[y

=
N

[y

=y
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keys while ensuring that the consistency check passes. To catch
this attack, the client also checks the consistency of inputs and
outputs of G-oracle calls as reported by So. If this check fails, it is
clear that Sy is malicious and hence, Sy, S are honest. Note that
since G is non-cryptographic, the client does not need to do any
cryptographic operations.

The client proceeds to the next step if all the above consistency
checks pass. Next, the client sends (i —r) to Sp, S1, where r is com-
puted from viewy, view;. Now the servers rotate the database based
on (i - r) and take an inner-product with {({z*) [[{v*)s) }xe[N]>
to get ({z)p, (y)p) that is sent back to the client. The client checks
the validity of MAC, i.e., whether z - a = y. If the check fails, then
one of Sy, S is cheating and the client identifies Sy as the honest
party.

Hence, in our protocol, either all checks pass and the client
outputs z or it has identified an honest party. In the latter case, it
sends i to the honest server to learn correct D[i] reliably. Thus,
achieving guaranteed output delivery with one malicious server.
Recall that it is allowed for client to send index to identified honest
party in clear and this does not violate the definition of simulation
based security for MPC protocols (Section 2.1).

Remark: The Ds protocol is such that the full view creation from
the partial view itself provides the evaluation of the function key
on all points. That is, as an optimization, the evaluation phase need
not be done separately. Hence, the PRG invocations done during
key generation suffice.

We prove the following theorem.

THEOREM 4.1. Assuming that ® is a PIR-compatible DPF key gen-
eration protocol (see Definition 3.3), the construction given in Algo-
rithm 2 satisfies Definition 2.1. The communication in offline phase
is 2n(A + 3) + A + 8log |F| bits and 1 round. The communication in
online phase is 11nA + 28n + 41 + 26 log |F| and 3 rounds.

4.1 Proof of Theorem 4.1

The efficiency requirements of the protocol follow directly from
Proposition 3.5. We now prove the security property. We consider
two cases.

Case-1: Sy is the corrupted server. In this case, we first observe
that if any of the checks described in Step 13 do not pass, then
one of Sy or S is designated as the trusted server S7. In this case,
the output of the real and the ideal experiments are identically
distributed. Hence, let us assume that these two checks pass.

This means that for each b € {0, 1}, view;, = view}, and for each
¢ € [L], out, = G(inp,). Since Sy and S; are honest servers, it
follows via a standard induction on the number of calls to G that
(viewy, viewy) is correctly computed by S». In other words, it is
consistent with the inputs, randomness and the outputs of correctly
computed G-oracle calls. This implies that check done in Step 16
passes with probability 1 (this follows from the perfect correctness
of the protocol ®). Thus, the client correctly obtains D[i] and never
designates Sy as the trusted server St. We note that the view of the
server Sz is independent of i and hence, it is trivially simulatable.

Case-2: Sy, for some b € {0,1} is the corrupted server. In this
case, Sy is honest and hence, (viewy, view) are correctly computed.
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Therefore, for each ¢ € [L], it follows that out, = G(inp,). If there
exists a b € {0, 1} such that view;, # viewy, then it follows that S;,
is the corrupt server. In this case, we designate S;g; as the honest
server and the real and ideal experiments are identically distributed.
Hence, let us assume that the checks described in Step 13 pass. For
this case, we prove security by a sequence of hybrids.

e Hyb, : This corresponds to the real execution of the protocol.
e Hyb; : In this hybrid, instead of performing the checks de-
scribed in Step 16, we check if

@p= D, (&N Dlx+(i-r)

x€[N]

W=D, W Dlx+(i-n)]
x€[N]

If not, we abort. Note that if the above check passes, then
it follows from the perfect correctness of ® that check de-
scribed in Step 16 also passes. We now argue that the con-
verse holds except with negligible probability.

We first observe that there is an unique value of « such that
the check described in Step 16 passes, but the above check
does not pass. In particular, if ((z)p, (y)p) is the output of
the correct computation and ({(z")p, (y")p) is the incorrect
output produced by S; that passes the check in Step 16,

then @ = M. In other words, we can compute the
(2)o—(2" )

value of a. However, it follows from the semi-honest security

of ® that a cannot be computed except with probability

1/|F| + negl(A). To see why this is the case, we first generate

the partial view sent to S using the simulator for . It

follows from the security of ® that except with negligible

probability, Sp, still produces an incorrect evaluation that

passes the check in Step 16 and hence, we would still be able

to compute the value of @. Now, in the modified distribution

«a is randomly chosen and independent of view of S;,. Hence,

the probability of computing « in this modified distribution

is at most 1/|F|. Thus, Hyb; and Hyb, are computationally

indistinguishable.

e Hyb, : In this hybrid, we generate the partial view sent by

S» to Sp, using the simulator for ® instead of computing it

honestly as per the protocol specification. It follows from the

semi-honest security of the protocol ® that Hyb; and Hyb,

are computationally indistinguishable. Note that the view of

Sp, in Hyb, is independent of i as r is uniformly distributed.

If the check described in Hyb; passes, then it is easy to see

that the client obtains the correct D[i] as Sig is honest. This

shows that the real and the ideal experiments are computationally
indistinguishable with Hyb, as the ideal experiment.

4.2 Concrete Efficiency

Instantiating keygen protocol ® with Ds protocol, we give the
concrete efficiency of our PIR protocol.

Computation: In offline phase, there are a total of N+ N [%]—

1 PRG invocations by each server Sj, j € {0,1,2}. When we set
logF =~ 64, we get 2N — 1 PRG calls. According to description of
algorithm 2, P, computes output ({z¥)p||{y*)p) = gyal (kp, x) for
b € {0,1},x € [N]. This would require more AES calls however

the output can be directly computed from the view view;, and no
extra AES calls are required for ITg,,).

In the online phase, Sy, S; compute inner product of shares of
point function output with database requiring O(N) multiplications
and additions over F. There are no cryptographic operations in
online phase.

Lightweight client: The computational complexity of client is
O(n). The client only computes G which is non-cryptographic
(Definition 3.3) making it extremely lightweight.

Communication: In offline phase, Sy sends partial view of size
n(A+3)+A+4log |F| bits to both Sp, S1. There is only server-server
communication in offline phase.

In the online phase S; sends (view, view1) and {Sp}pe(o,1)
sends view, to C where |viewp| = n(3A + 7) + A + 6log |F| bits.
Outputs of G, {outr}¢c[r] are common in view, view; so Sz can
send just one copy of {outr},c[1]- C sends (i —r) to So, S1 and Sy,
sends ({(2)p, {Y)p)be 0,1} to C. The total communication is 11nA +
28n+44+26log |F| bits and 3 rounds. If Sy or S behaves maliciously
during online phase, C queries D[i] from Sz in clear increasing the
rounds to 5. There is only client-server communication in online

phase.

4.3 Extension to large database entries

The previous protocol was over databases with entries in F. This
protocol can be naturally extended to PIR over database with arbi-
trary size entries. Statistical security and computational security
parameters are same as before. Database D with entry size k bits
can be divided into m = [k/k] databases of entry size k bits on
which servers run online phase of protocol. Each of these databases
have entries in IF (size of F is 2¥) and servers compute inner product
on each of these databases individually and send shares for client
to reconstruct the correct entry.

(1) The offline phase remains the same as described in Algo-
rithm 2.

(2) Next in the online phase, servers Sy, b € {0,1} compute (for
each database Dj, j € [m])

@7 = > W Djlx+(i-r)]
x€[N]

W= >, W% Djlx+(i-r]

x€[N]

(3) The servers S;, send {<Z>IJ9’_ (y?i}je[m] to the client.

(4) The client reconstructs z/,y/ for all j and identifies Sy as
honest party if for any j, a - 2/ # y/.

(5) If the check above passes, client outputs z = 2
Z,y i.e. concatenation of binary {2} jem.

... lzm L e

Security. Security follows directly from the base protocol. The ex-
tended protocol can be seen as PIR on [k/x] databases of entry size
K bits. The security follows from security of PIR on each database
which follows from security of our main protocol.

Concrete Cost. Here we summarize the cost of this modified pro-
tocol in a similar manner as above.
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Computation cost: The offline computation is dominated by
2N—-1PRG calls same as before. In the online phase, servers compute
O(mN) additions and multiplications over F where m = [k/x].

Communication cost: In the offline phase, Sz sends a partial view
of size n(A +3) + A + 4log |F| bits to both Sy, Sy each.

In the online phase, servers send their view to client of size
n(3A + 7) + A + 6log |F| bits. Client sends (i — r) to So,S1 : 2n
bits. Sy, sends {(z)7, <y>i}je[n] communicating 2k bits each. Total
communication is 11nA + 28n + 4 + 22 log |F| + 4k bits.

5 IMPLEMENTATION AND EVALUATION

In this section, we discuss the performance of our PIR protocol. We
implement both our protocol and its extension to larger database®.
We also compare our protocol to baseline 3-server PIR protocols
with GOD, described in Section 1, that can be obtained based on
state-of-the-art single server PIR protocols.

Protocol Parameters: We set the computational security param-
eter 1 = 128. We choose F = Z;, where p is a 64 bit prime. We
implement our protocol for database with entry size 8 B and proto-
col extension to larger database for database with entry size 1KB.
For database with 1KB entry, we divide database entries into chunks
of 8 B. We benchmark online, offline execution time and communi-
cation. We also benchmark client runtime i.e. the time it takes for
client to verify views sent by server.

Implementation Details: We implement the PIR protocol in C++.
We use 128-bit block size and AES — 128 as our PRG function. We
use the implementation of GroupElement class from [55] for inner
product computations in the online phase. We use OpenMP to
manage multi-threading and local AES computations were done
using the cryptoTools [59] library. We use multi-threading in local
AES calls during the offline phase and inner product with database
in the online phase.

Experimental Setup: We ran all 4 parties (client and three servers)
on a single machine with 32 core Intel Xeon 2.6GHz CPU with 64GB
RAM. Each of the 3 servers use 8 threads for multithreading while
the client uses a single thread. We configure a LAN connection with
bandwidth 800 Mbps and a WAN connection with bandwidth 20
Mbps using linux tc tool. Since there are only 4 rounds and < 10KB
communication (in total), the performance of our protocol is the
same in both LAN and WAN setting.

5.1 Performance

Table 1 reports the communication cost of our protocol for different
database configurations. Table 2 reports our end-to-end perfor-
mance of both offline and online phase for our PIR protocol in
the LAN and WAN setting for databases with entry sizes 8B and
1KB. Since the offline phase is independent of database size, we
do not report performance of offline phase for 8B-entry and 1KB-
entry database separately. All the experiments are run 10 times and
average values are reported.

Offline Phase: The offline phase is independent of database entry
size. The communication in the offline phase (see Table 1) is only

4Our code will be made available upon publication of the paper.
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Table 1: Communication (KB) of PIR protocol for database
with N entries of 8B and 1KB.

. Online

N | Offline 8B entry | 1KB entry
216 0.67 3.19 7.16
217 0.70 3.39 7.36
218 0.74 3.58 7.54
219 0.77 3.76 7.73
220 0.81 3.95 7.91
221 0.84 4.13 8.10
222 0.88 4.32 8.28
223 0.91 4.50 8.47
224 0.95 4.69 8.66

Table 2: Runtime (ms) of PIR protocol for database with N
entries of size 8B and 1KB in LAN/WAN setting.

. Online Client

N | Offline 8B entry | 1KB entry | Time
216 41 2 19 1
217 80 3 32 1
218 152 4 63 1
219 295 6 99 1.1
220 577 11 179 1.1
221 | 1,128 21 329 1.2
222 | 2,215 40 643 1.2
223 | 4,489 78 1,309 1.2
224 | 8,879 152 2,618 1.3

one way, from Sy to Sy, Si, for sending the partial view of DPF key
generation protocol which is poly(log N, 1) bits in size.

The computation in the offline phase is dominated by O(N) PRG
calls by servers. In our implementation, Sy computes view of Sp, S1
and then sends the partial view to the respective party who then
compute their complete view. This generation of views by Sz and
S0 /81 can further be parallelized if Sy sends parts of the partial
view as it computes the view instead of computing view entirely and
then sending it to Sy, Sy. This optimization would further reduce
the offline time by 1.5x.

Online Phase: The communication in the online phase (see Ta-
ble 1) is higher than in the offline phase and scales linearly with
database entry size. There is only client-server communication in
the online phase. For larger database entries, the communication
is dominated by (z), (y)p sent by Sp,S1 to C which is 4X the
database entry size.

Our implementation results in a very fast online phase in which
So, S1, Sz send their views to C for the consistency check and com-
pute the inner product of DPF outputs with the rotated database. For
database with entry size 1KB, we use multi-threading to compute
inner product with 8B chunks of database entries in parallel.
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Client Time: This measures compute time on the client side
separately, i.e., the time taken by client to receive (inp, view) from
So, 81, Sz and check for consistency before providing masked index
i. This client computation is independent of database entry size and
lightweight (~ 1ms for all 216 < N < 22%),

5.2 Comparison to other works

We compare our work to the baseline 3-server PIR solution that
can be obtained based on single server PIR as outlined earlier.
State-of-the-art single server PIR protocols like FrodoPIR [29] and
SPIRAL [52] provide privacy against malicious server but do not
guarantee correctness of output. As described in section 1, we can
obtain GOD by running 3 instances of single server PIR on 3 sep-
arate servers tolerating 1 malicious corruption. We refer to this
protocol as three server PIR with GOD based on single server PIR.
We run the implementation of FrodoPIR> and SPIRAL® available
online, in both LAN and WAN setting. Based on this single server
PIR, in order to extrapolate the performance of a 3-server PIR with
GOD security, we ignore any additional computational cost on the
client side, assume that the 3-servers can completely run all of their
computation in parallel at the same time (thus causing no further
overhead) and only account for 3X communication required to be
sent by the 3 servers to the client (which will affect performance
based on the network setting).

We compare our solution with those based on FrodoPIR and
SPIRAL on three different database sizes - 22°x256B (256 MB), 218x
30KB (7.5 GB) and 2!4x 100KB (1.6 GB) and present our results in
Table 3. The total communication of our protocol is 306 — 4893 x
lower than SPIRAL and 2242—-4230 X lower than FrodoPIR, while the
total run time is 2.3—146 X faster than SPIRAL and 443—-6036 X faster
than FrodoPIR across network settings. Even when comparing only
online time, our protocol is 1.5 — 1878 X more communication
efficient and 2.2 — 37 X faster than the state-of-the-art. Hence our
protocol achieves GOD with high efficiency and the performance
doesn’t deteriorate even with bandwidth constrained client.
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Functionality 2: G-oracle for Ds protocol

Input: P, b € {0, 1}, inputs (i, inp) where i € [1,n +1].
Output: Py, P; learn CW fori € [1,n] oryfori=n+1.
1 if i € [1,n] then
2 | Parseinpy = {(i)P (2F)B, (M), (22098, (+)B} and
reconstruct the values from shares.
3 Compute ¢*, 0 71 a5 follows:
ol i
e e1
Ti’l — 21’,1 ®r
4 Output CW; = {ai, 0, Ti’l} to Py, P;.
5 elseif i = n+ 1 then
6 Parse inpy, = {Tp, Wp, (v) }.
7 Let g = 1if Ty > Ty, g = 0 otherwise.
8 Compute y « (-1)9(v — Wp + Wp).
9 Output y to Py, P;.
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73007.73014
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A DPF EVAL PROTOCOL
For completeness, we give the ITg,,| protocol (Algorithm 3) from [13,

30] and use it to prove perfect correctness of Ds protocol in Lemma 3.6.

Parties Py, b € {0, 1} has DPF key k;, generated by Ds protocol
corresponding to point function f; ,(r € [N],v € F) and evaluate

the key on x € [N],n =log N. Prg and Convert are pseduorandom
functions defined in Section 3.1

Algorithm 3: Iy, (b, kp, x)
Input: Party Pj, has DPF key k;, and evaluation point
x € [N]
Output: P, outputs (f; ,(x))p € F i.e. arithmetic secret
share of function value at x.
1 Parse kj, = (5‘2 fg, {aj, 0, Tj’l}

jetn) Y-
2 for j=1tondo
,0 11 ,J,0 1 o1 b1 Gj—1

s | (515 18] e = Pra(S) .

- e Do
. 5{):5‘{)’@(%1@-]).
5 t; =th% @ (ti - X0,
¢ end
7 Output (fo(x))p = (_1)b[C0nvert(§g) + fl’: vl

B G-ORACLE FOR DOERNER-SHELAT KEY
GENERATION

The secure computation in step 5, 10 in Ds protocol (Algorithm 1)
can be modeled as G (Functionality 2). To distinguish between
computing correction words {CW;};c[1,,) and y, parties input i €
[1,n + 1]. G outputs CW; for i € [1,n] and y for i = n+ 1. The
notation for variables is same as that used in Ds protocol.

As is clear from the description, the only interaction between
parties in Ds protocol is to compute outputs of G which is a two
party non-cryptographic functionality.
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